LOCAL SECURTITY SETTINGS

Accessing the security templates = tempise EE
To access the templates you must go My Qs © - B3| Pomtr yrom | T )
computer — C:\ - Windows — Security. S S e — 18
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Accessing Local Computer Policy o [ B i iy
Access the run box and type: [

_ Type the name of a program, Folder, document, or
Internet resource, and Windows will open it For you.
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|8 Local Computer Palicy # Local Computer Policy
B Computer Configuration
#- (] Software Settings

This then brings up the local policy: —— 5 | =Dumwss  |skeonrmommempen, e

#- (] Administrative Templates
=-¢fF User Configuration B User Configuration
#- (] Software Settings
#- (] windows Settings

This policy enables you to set certain = 1 it Tnpltes
things:

e Settings for passwords (i.e. minimum
and maximum characters.)

e Disable Items (Run box, Desktop
Items, Control Panel App’s, Certain
Drives, Installing Programs)

e Disable CD Auto run \ Etended £

e Disable the running of .exe files

e Changes in the computer config require a restart, well as changes in user config
require you to log off and back in again (Warning!!! If using windows vista or
windows 7 any changes you make in user config are made instantly).

e Oryou can type Gpupdate_/force in the cmd box this will update the policy without
the need to log off.

cv C:AWINDOWS\System32\cmd. exe

Microsoft Windows XP [Uersion 5.1.268@1
(GC>» Gopyright 1?85-2881 Microsoft Corp.

C:xDocuments and Settings™Administrator>Gpupdate ~force
Refrezhing Policy...

User Policy Refresh has completed.
Computer Policy Refresh has completed.

C:“Documents and SettingssAdministrator>_




This policy does affect all users on the drive; if the administrator requires access to any of
these he must modify the policy to give him access.

Setting Account lock out attempts:
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Account lockaut duration Mot Applicable
@ Software Settings [%4]account lackout threshold Dinvalid logon atts...
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Setting Account Lock Out Duration / Resets
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£ [ Windows Settings [88]Reset account lockout counter after Mot Applicable
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Local Computer Policy Policy _/ | Security Setting [
Computer Configuration [8¥]Enforce password history 0 passwords remen. .
(1 Software Settings (B8] Masimum password age 42 days
@ |ndnws Settings M\nimum password age 0days
Minimum password length 0 characters
Zoourity Settings [8]Passward must mest complexity requirements Disabled

R Account Policies
(& Password Policy
(& account Lockau
{28 Local Policies
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(L) Software Restriction
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Setting Audits to view failed logins
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+ (23 Public Key Palicies
+ (L] Software Restrictiol
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+ (L1 Administrative Templates
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+ (1] Software Settings
(13 windows Settings
+ (L1 Administrative Templates

[38)audit account logan events Mo auditing
[38)Audit account management Mo auditing
udit directory service acress Mo audiing
[38)Audit lagon events Mo auditing
udit object aceess Mo audiing
28] Audit policy change Mo auditing
udit privilege use Mo audiing
28] Audit pracsss tracking Mo auditing
[28) audit system events Mo auditing

User Rights of

Access
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#- [ Software Settings
= (13 windows Settings
[E]) seripts (startup/shutdawn)
Security Settings
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- (8 Security Options
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#- (] windows Sattings
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Policy

Security Setting

Access this computer Fram the netwark
Act as part of the operating system
udd workstations te domain

(B8] Adiust memory quatas for a process
#illows logon through Terminal Services
[88]Back up files and directaries

Bypass traverse checking

[B¥]Change the system time

Create a pagefile

(B8] Create 5 token object

Create permanent shared objects
[2¥]Dsbug pragrams

Derry access to this computer From the network
[28]Deny logan as & bateh job

Deny logon as @ service

[2¥]Deny logon locally

Deny logon through Terminal Services
Enable computer and user accounts ko be trusted for ...
Force shutdown From a remate system
Generate security audits

nerease scheduling priority

Load and unlaad device drivers

Lack pages in memory

[88]Log on as a batch jab
[28]Loq on as 5 service
< % | #8)Log on locally

Everyone,Admiistr. .

LOCAL SERVICE,NE. ..
Administrators,Rem. ..
Administrators,Back. .
Everyone, Admiristr. .
Administrators,Pow...

Administrators

Adrministrstors
SUPPORT _388945a0

SUPPORT_385945a. ..

Adrministrstors

LOCAL SERVICE,ME. ..

Adrministrstors
Administrators

SUPPORT _388945a0

SYSTEM,NETWORK ...
Guest, Administrator, .
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Security Options

‘il Group Policy

Eile  Action  Wiew | Help

ecurity Options
#- (] Public key Palicies
#-(_]] Software Restriction
+-8, 1P Security Policies o

) ([ Administrative Templates
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- [ Software Settings

i) ([ windows Settings

) (] Administrative Templates

ser Rights Assignme

Palicy
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[ Security Setting
[8#) Accounts: administrator account status Enabled
ccounts: Guesk account status Enabled
Accounts: Limik local account use of blank passwords t...  Enabled
(8% accounts: Rename administrator account administrator
[8%) Accounts: Rename quest account Guest
Aud\t: Audit the access of global system objects Disabled
udit: Audit the use of Backup and Restore priviege Disabled
88 audic: Shut down system immediately if unable talog ... Disabled
+ Allow undack without having to log on Enabled
lloved to format and eject removable media  Administratars
vevent users from installing printer drivers Disabled
estrict CD-ROM access to locally logged-on ... Disabled
estrict Floppy access ta locally logged-on us... Disabled
Dewce 1 Unsigned driver installation behavior Silently succeed
[8#)Domain controller: Allow server operators to schedule ... Mot defined
[8%]Domain controller: LDAP server signing requirements Mot defined
Doma\n cantraller: Refuse maching account passwaord . Mot defined
omain member: Digitally encrypt or sign secure chan,..  Enabled
[##)Domain member: Digitally encrypt secure channel data... Enabled
omain member: Digitally sign secure channel data (w...  Enabled
Doma\n member: Disable machine account password ¢...  Disabled
omain member: Maximum machine account password, .. 30 days
[##)omain member: Require strong (windows 2000 or lat... Disabled
nteractive lagan: Do not display last user name Disablsd
Interactive logon: Do nat require CTRLAHALT+DEL Mot defined

¥ | |[8#)1nteractive logon: Message text for users attempting ...

>

Allows you to set logon attempts,
resets and view login failures. Also
allows you to use to event view to
see who has been accessing what
files and folders.

Set the rights of access to certain
parts of the system.

Sets certain security options
such as: not showing the last
user name, login message,
failed login messages. Prompts
for password changes, set
forced login times (i.e. login in
8am and turn shut down at
5pm).



Configuring Windows to restrict access to certain areas:

‘it Group Policy
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V& Local computer Folicy I
Y, Computer Configuration

(] Software Settings
= (L1 Windaows Settings
)| Seripts (Startupy

Turn on Classic Shell Setting o/

| [CJComman Open File Dialog

Display Properties
{2 Remaves the Folder Options menu item from the Tools menu
{4 Remove File menu from Windaws Explorer
Remove "Map Metwork Drive" and "Disconnect Metwork Drive"
2% Remave Search butkon From Windows Explarer
1% Remove Windows Explorer's default context menu
(% Hides the Manags item an the Windows Explorer contest menu
% Allow orly per user or approved shell extensions
Do e track Shell shorteuts during roaming
{5 Hide these specified drives in My Computer
{5 Prevent access to drives From My Computer
% Remove Hardware tsb
{4 Remove DFS tab
Remowe Security tab
2% Remove LI ta change menu animation setting
{#% Remove UI ta change keyboard navigation indicator setting
{84 Mo " Computers Mear Me" in My Network Places
{5 Mo "Entis Metwork” in My Netwark Places
Also, see the "Disable Active ﬁ Maximur number of recent documents
Desktop" setting in User % Do nok request alternate credentials

(L Administrative Templfkes
=-fF User Canfiguration
(] software Settings
=) (23 Windows Settings
(2] seripts (LogoniLpgof)
Security Settin
if] Tnternet Explargr Mainter
=1 (20 Administrative Templaes
=-[21] Windows Comppnent
[ NetMasting
(1 Internet Aglorer
1 {23 Windows Explarer
[ Microsoft Managemer
(2] Task Scheduler
#- ([ Terminal Services
(3 windows Installer
(2] Windows Messenger
(2] Windows Update
- (1 Windows Media Playe
[0 Start Menu and Taskbar

Reduirements:
At least Microsoft Windows 2000

Description:

This setting allows you to remove the
Active Desktop and Web view
Features. If wou enable this setting, it
wil disable the Active Deskkop and
Weh view. Also, users cannot
configurs their system to open items
by singls-clicking (such as in Mouse in
Control Panel), As a resul, the user
interFace locks and operates ke the
interFace For Windows NT 4.0, and
users cannot restore the new
features.

-

Nate: This setting takes precedence
over the "Enable Active Desktop”
setting. TF both policies are enabled,
Active Desktop is disabled.

Configuration)administrative et eeebinle fe bl et b 4
oo )| Templtesipesuopiactve Deskion ¢ >
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Restricting Use of Snap-ins on the MMC

i Group Policy

File Action Wew Help

Lacal Computer Palicy
Camputer Configuration
%[ Software Settings
=[] Windows Settings

Restricted/Permitted si

Active Directory Domains and
Trusts A

E

A £ Active Directory Sites and Services
Display Properties & ADS1 et
= ff User Configuration Requirements: 4 Activer Control
(2] Softwars Settings At least Microsaft Windows 2000 @ Cortficates
=1 (1 Windows Settings & Component Services

Description:

Permits or prohibits use of this snap- 138 Computer Management

4 Device Manager

5 Disk Management

4% Disk Defragmenter

44 Distributed File System
Event Viswer

r Mainter
TF you enable this setting, the snap-in
is permitted. IF you disable the
setting, the snap-in is prohibited.

lates
nents

=1 (L3 Administrative Tem
=22 Windows Comy
-] MetMeeting

#-(11 Internet Eplorer IF this setting is not configured, the "
& (3] Windows Wplorer setting of the "Restrict users to the 9P Service
* 1 Microsoft Managemer | | SXPicty permitted st of snaprins i FrontPage Server Extensions
! saiting determines whether this snsp- 4] Indaxing Servica
) {3 Restricted/Permit | | in is permitted or prohibited.

3 Internet Authertication Service (1AS)
£ Intemet Information Services

B 1P security

P Security Policy Management

4 1P Security Manitor

Ta explicithy permit use of this snap- ﬁunk to Web Address
in, enable this sstting. IF this setting F-A
i nok configured (or disabled), this

Extended A Standard

(21 Task Scheduler
(21 Terminal Services
[ windows Installer
(221 Windows Messenger
(221 Windows Update
(L1 windows Media Playe
(231 Start Menu and Taskbar 3

w7 Meckton
< >

- IF "Restrict users ko the explicitly
permitted list of snap-ins” is enabled,
users cannok. use any snap-in except
thase explicitly permitted.
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Setting programs to start on Log-in

File  Action wiew Help
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V&8 Local Computer Palicy

Camputer Configuration
(L] Softwars Settings
=[] Windows Settings

B Terminal Services I

Setting

([Dsessions

i start a program on connection
& Remate control settings

Select an item to view its description

#- (] Administrative Templates
=g User Configuration
% (] Software Settings
= [ Windows Settings
[E] seripts (LoganyLogeff)
Security Settings
[ Internst Explarer Mainter
=1 (3 Administrative Templates
=21 Windows Components
(] MatMeeting
(L1 Internet Explorer
(23] Windows Explorer
=1 (L2 Microsoft Managemer
w-[_1] Restricted/Permit
(2] Task Scheduler
#1423 Terminal Services
(3 windows Installer
(221 Windows Messenger
(221 Windows Update
(L1 windows Media Playe
(23 Start Menu and Taskbar
#1770 Mekbon = < >
< > Extended A Standard

This can restrict access to item like
viewing the C drive, removing the
file menus, setting a limit to the
recycle bin, prevent access to My
Computer and removing the security
tab.

This allows the you to stop access
to certain snap ins in the MMC.
Stopping people from accessing
local users and groups.

Allows you o set programs to start
straight awgay when you log-in.



Restricting Access to certain start menu icons.

File
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Wiew  Help
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+-E security Setting
#)- (L] Administrative Tem
=7 User Configuration
i) (] Software Settings
=) [ Windows Settings

=) (L] Administrative Ter
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Select an item bo view its description.

| Seripts (Loan/joaaff)
Serurty Settings

f] Internet Explofer Mainter
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onents
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+ [ Internet

#- (] windows

=[] Micrasaft
) ([ Restr]
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- (] Terminal pervices
(23 windowsfinstaller

@ Wmduwvi Messenger
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seplarer
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ted Permit

(21 Windoviggelpdate
(21 Windowd Medis Playe
{2 skark Menu and Taskbar
(1 Desktop
(21 Control Panel
(23 Shared Folders

5 Start Menu and Taskbar
tes
o

Setting
@Remove user's folders from the Stark Menu
{44 Remove links and access to Windows Update

{4 Remove comman program groups from Start Menu

{3 Remove My Documents icon From Start Menu
@Remove Dacuments menu From Skart Menu

{44 Remove programs en Settings menu

{3 Remove Netwark Connections From Skart Menu
@Remove Favorites menu from Start Menu

1% Remove Search menu from Start Menu

{4 Remove Help menu from Start Menu

3 Remove Run menu From Start Menu

@Remove My Pictures icon from Stark Menu

{48 Remave My Music icon from Start Menu

{8 Remove My Metwork Plares icon from Stark Menu

{3 Add Lagoff ta the Start Menu

@Remove Logaff on the Start Menu

{44 Remove and prevent access to the Shut Down command
{3 Remove Drag-and-drop context menus on the Skark Menu
@Pravent changes to Taskbar and Start Menu Settings
1% Remove access ko the context menus For the taskbar

(1 Network {4 Do not keep history of recently opened documents
=13 Svstem g Al Rinbman 1 o wmmmmbles A Amm b i e v
] I :
< | > *\ Extended A Standard
Desktop settings
L

Eile
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Yigw| Help

& 2

+- 5 Securify Settings
) ([ Administr
=] gﬁ User Configur
-] Software Fettings
=) ([ windows Fettings

=1 ([ Administfative Templates

tive Templates

tion
Select an item ko view its description.

{Logon/Logoff)
by Settings
et Explarer Mainter

s Components
et Mesting
Internet Explorer
indowes Explorer
icrosoft Managemer
[ 1 RestrictediPermit
[rask Scheduler
[Terminal Services
[windows Installer
windows Messenger
“windows Update
windows Media Playe
't Menu and Taskhar
ktop
[ Control Panel

(21 shared Folders
-2 Nebwork
[ System
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Setting
[active Desktop
(L Active Directory
{3 Hids and disable il Items on the desktop
@Remove My Documents icon on the desktop
{44 Remove My Computer icon on the desktop
{3 Remove Recycle Bin icon from desktop
@Remove Propetties from the My Documents contexk menu
{5 Remove Properties from the My Computer contest menu
{8 Remove Properties from the Recyle Bin context menu
3 Hids My Metwork Flaces icon on desktop
@Hide Internet Explorer icon on deskkap
1% Do not add shares of recently apened documents to My Network ...
{4 Prohibit user from changing My Documents path
% Prevent adding, dragaing, drapping and dlosing the Taskbar's toal...
@Prohib\t adjusting desktop toolbars
Dan't save settings at exit
{4 Remove the Desktap Cleanup Wizard

Extended A Standard

Control Panel Settings

iri Group Policy

a Control Panel

Setting
(DaddiRemave Programs

[Cdpisplay

(printers

DRegmnal and Language Options

i Prohibit access ta the Contral Panel

4 Hide specified Control Panel applets

4 show only specified Conirol Panel applsts
@Force classic Control Panel Style

Allows you to remove certain
icons from the start menu.

Settings for desktop icons and
features.

Set restrictions to control panel
settings.
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ES % Security Settings
) ] Internet Explorer
=[] Administrative Tempk
= Select an item ta view its description,
&3
5
(22 shared Folders
=[] Metwark,
=[] System
(23 User Profiles
(2 Seripts
(2 Crri+Al+Del Options
Logan
(23 Group Policy
(20 Power Management =
< | b *\ Extended A Standard




